Vantage™ Module for BlackBerry

Managing BlackBerry for Compliance and Security

Risks of BlackBerry Usage in Today’s Real-Time Enterprise

— With respect to communications devices for

o BlaCKBeff% businesspersons, BlackBerry oftentimes comes to mind.
It is the communications device of choice for many

that rely on real-time information transfer to keep their business running or to close

the next deal. Because BlackBerry communications are all classified as “electronic

communications” for the purposes of data protection, eDiscovery, and other compliance-

related requirements, being able to store and review PIN and SMS content is crucial.

Additionally, when evaluated in the context of all real-time communications modalities,
the challenge of remaining compliant becomes more pronounced. Between unified
communications platforms, public instant messaging (IM) networks, and industry-
specific networks, it is often difficult to manage such a wide variety of communications
channels.
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The Actiance Advantage

Actiance provides a comprehensive solution to managing and securing the use
of BlackBerry devices and other real-time communication applications within
the enterprise.

Vantage™ provides granular security, compliance, and policy controls for unified
communications platforms, such as Microsoft OCS, Microsoft Lync, and IBM Lotus
Sametime, alongside publicly available IM networks, Web conferencing, and industry-
focused IM communities such as Thomson Reuters Messenger, Bloomberg, and
YellowJacket. Vantage is designed to meet an organization’s security, management,
and compliance requirements for real-time communications, in addition to supporting
all the key government and industry regulations (e.g., FISMA, FINRA, SEC, FRCP,
Sarbanes-Oxley, MiFID, FERC).
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PRODUCT DATA SHEET

AT A GLANCE

Vantage Module for BlackBerry
enables the safe and compliant use of
BlackBerry devices by logging all SMS
and/or PIN messages and securely
storing the messages in a database.
Coupled with the base Actiance
Vantage platform, the two together
enable organizations to detect, secure,
and manage real-time collaborative
applications while blocking malware,
minimizing information leakage, and

controlling employee Internet use.

KEY FEATURES

e Log PIN and SMS messages to
CSV files

e Review and export SMS and PIN

messages

e Match SMS and PIN identities to

employees’ corporate IDs

e Automap identities to employees

if not previously known

e Store messages securely in database

e Group messages into “conversations”

based on the participants involved

¢ Integrate with Actiance Vantage (i.e.,

Vantage auto-imports the CSV files)

A-DS-010-VANTAGE-BLACKBERRY-0111

actiance-




